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Aims of Holmer Lake Primary School
“All children can learn considerably more”

At Holmer Lake Primary School we aim to provide a safe, caring and stimulating
environment, which offers opportunities:-

e For everyone within the school to reach their full potential and develop self-
worth, self-confidence, the ability to take responsibility for their own individual
actions, and resilience.

e For pupils to become resilient, resourceful, reciprocal and reflective learners.

e For everyone within the school to have a sense of awe and wonder, an
enthusiasm for learning and help children to develop as independent thinkers
and learners with enquiring minds.

e To encourage and develop a respect and understanding for others.

e To develop all partnerships, small and large, from the individual parent to the
wider community and beyond to support children’s learning.

e To give children access to a broad and balanced creative curriculum to attain the
highest possible standards in relation to prior attainment through assessment,
teaching and learning.

Equal opportunities and Inclusion

At Holmer Lake Primary School we believe that every child is entitled to equal access
to the curriculum, regardless of race, gender, class or disability.

We are committed to promoting learning and teaching environments, for all that
embed the values of inclusive educational practices.

Through a child centred approach, we aim to ensure that education is accessible and
relevant to all our learners, to respect each other and to celebrate diversity and
difference.

INTRODUCTION:

As in any other area of life, children and young people are vulnerable and may
expose themselves to danger- knowingly or unknowingly- when using the Internet
and other digital technologies.

Examples of e-Safety issues include:

e Exposure to inappropriate material

e Cyberbullying via websites and mobile phones

e Uploading personal information about themselves

e Sharing images of themselves and others

e Threat of danger from making contact with a criminal minority via chat rooms
and social networking sites

e Advocating extreme and dangerous behaviour such as self-harm or violent
extremism.



Why is Internet use important?

Internet use is part of the national curriculum and a necessary tool for learning. The
internet is a part of everyday life for education, business and social interaction. The
school has a duty to provide students with quality internet access as part of their
learning experience. Pupils use the internet widely outside of school and need to
learn how to evaluate information and to take care of their own safety and security.
The purpose of internet use in school is to raise educational standards, to promote
pupil achievement, to support the professional work of staff and to enhance the
school’s management functions. Internet access is an entitlement for students who
show a responsible and mature approach to its use.

How can Internet use enhance learning?

Pupils will be taught what internet use is acceptable and what is not and given clear
objectives for internet use.

Internet access will be planned to enrich and extend learning activities.

Access levels will be reviewed to reflect the curriculum requirements and age of
pupils.

Staff should guide pupils in online activities that will support the learning outcomes
planned for the pupils’ age and maturity.

Pupils will be educated in the effective use of the internet in research, including the
skills of knowledge location, retrieval and evaluation.

Pupils will be taught to acknowledge the source of information used and to respect
copyright when using internet material in their own work.

How will Pupils learn how to evaluate Internet content?

If staff or pupils discover unsuitable sites, the URL (address) and content must be
reported to the Local Authority helpdesk.

The school should ensure that the use of internet derived materials by staff and
pupils complies with copyright law.

Pupils should be taught to be critically aware of the materials they read and be
shown how to accept and validate information before accepting its accuracy.
Pupils will be taught to acknowledge the source of information and to respect
copyright when using internet material in their own work.



E-Safety Education

Pupils are taught how to stay safe and behave appropriately online through discreet
e-safety lessons but also across the wider curriculum, through class assemblies and
specific E Safety Days

‘\;ﬁafer Internet Day

Supporting parents

Educating children about the risks as well as the benefits of using the internet is

key. In order to successfully keep our pupils safe online we aim to support parents to
ensure that the e-safety message is consistent and that it allows children to develop
safer online behaviours both in and out of school. Information is provided on the
school website to support parents in providing more information about ways to
educate children in the safe and successful use of the internet at home.
http://www.holmerlakeprimary.org/key-information/safeguarding/e-safety

E-Safety Curriculum

The Digital Literacy aspect of the Computing Curriculum defines the experiences
each child will have as they progress through school. This ensures age appropriate
resources are being used in lessons in order for pupils to reach the end points of
knowledge and skills for their class / year group.

In Digital Literacy Will know ....
- TO know there are different ways to talk to people
Will experience ... and send messages if they are not in the room or are
far away

- Smartie the Penguin _
- Digi Duck Will be able to ....

- Talk about good & bad choices in real life e.g. taking
turns, saying kind things, helping others, telling an
adult if something upsets you.

- Describe how people might be unkind online

- Talk about good and bad choices when using websites
— being kind, telling a grown up if something upsets us
& keeping ourselves safe by keeping information
private.



http://www.holmerlakeprimary.org/key-information/safeguarding/e-safety

In Digital Literacy

Will experience ....

- Online Safety (Unit 1.1)-
- Jessie and Friends 1 and 2

Will know ....

What being online may look like, the different
feelings we can experience online and how to identify
adults who can help.

That some information is personal and should not be
shared when communicating online

Understand they need to follow certain rules to
remain safe when visiting places online.

Will be able to ....

Give examples of issues that make them feel sad,
worried uncomfortable or frightened

Identify up to 4 groups of adults who can help me if
they have an online problem

Talk about good and bad choices when using websites
— being kind, telling a grown up if something upsets
us & keeping ourselves safe by keeping information
private.

In Digital Literacy

Will experience ....
- Jessie and Friends - 2
- Hectors World 1, 3 and 5
- Online Safety (Unit 1.1)

Will know ....

What is meant by technology and can identify a
variety of examples both in and out of school.

Understand they need to follow certain rules to
remain safe when visiting places online.

That photos can be shared online, the importance of
seeking permission before sharing a photo and how
to identify and approach adults who can help.

Will be able to ....

Make a distinction between objects that use modern
technology and those that do not e.g. a microwave
vs. a chair.

Take ownership of their work and save this in their
own private space such as their My Work folder on
Purple Mash.

Begin to understand the SMART online rules (Safe /
Meeting / Accepting / Reliable / Tell)

Know what to do if they view content they think is
inappropriate or upsetting e.g. know how to
minimise a screen if they see something
inappropriate then tell a trusted adult.
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Will know ....
in Digital Literacy - The implications of inappropriate online searches.

- How things are shared electronically such as posting

Will experience .... work to the Purple Mash display board.

- Hectors World 1 and 2

- LeeandKim Will be able to ....

- Online Safety (Unit 2.2)

- Internet and Email — - Effectively retrieve relevant, purposeful digital
Effective Searching content using a search engine.

- Apply their learning of effective searching beyond
the classroom.

- Begin to evaluate online content by giving opinions
about preferred sites.

- Make links between technology they see around
them, coding and multimedia work they do in school
e.g. animations, interactive code and programs.

- Use email safely by using 2Respond activities on
Purple Mash and know ways of reporting
inappropriate behaviours and content to a trusted
adult.

- Understand some online materials are unsuitable
and many sites are aimed at selling or phishing for
personal details

- Understand that people online may not be who they
say they are and may not be true friends

- ldentify some risks presented by new technologies
inside and outside school (e.g. online games, texting
and cyber bullying)

Will know ....
In Digital Literacy - The importance of staying safe and the importance
of their conduct when using familiar
Will experience ... communication tools such as 2Email in Purple
- Online Safety (Unit 3.2) Mash.-
- SMART Crew - More than one way to report unacceptable
- ThinkUKnow — Band Runner content and contact.
Will be able to ....

- Explain how they can represent themselves in
different ways online

- Demonstrate the importance of having a secure
password and not sharing this with anyone else.

- Explain the negative implications of failure to keep
passwords safe and secure.
Use a class blog to share information and talk
about who can see it, and how to communicate

6



safely and respectfully

Will know ....

In Digital Literacy - What is meant by the term ‘identity’

Will experience ... _ Will be able to ...
- Online Safety (Unit 3.2) - Explain ways in which and why they might change
- SMART Crew their identity depending on what they am doing
- ThinkUKnow — Band Runner online (e.g. gaming, using an avatar, social media).

- Il can explain how my online identity can be
different to the identity | present in ‘real life’

- Choose a secure password for age-appropriate
websites.

- Discuss what actions could be taken if they are
uncomfortable or upset online e.g. Report Abuse
button

- Comment and provide positive feedback on the
work of classmates in school or online, or the work
of others online.

In Digital Literacy Will know ....
- arange of ways of reporting
Will experience ... inappropriate content and contact.
- Online Safety (Unit 4.2) - The function, features and layout
- Effective Searching — Unit 4.7 of a search engine.

- Play, Like Share (ThinkUKnow) -
Will be able to ....

- Explain how identity online can be
copied, modified or altered.

- Demonstrate reasonable choices
about their online identity,
depending on context.

- Explore key concepts relating to
online safety using concept
mapping such as 2Connect help
others to understand the
importance of online safety.

- Appraise selected webpages for
credibility and information at a
basic level. .

- Make improvements to digital
solutions based on feedback.




Will experience ....
- Online Safety (Unit 5.2)
- Play, Like Share

In Digital Literacy Will know ....

Common online safety rules and can apply this by
demonstrating the safe and respectful use of a few
different technologies and online services.

(ThinkUKnow) Will be able to ....

Apply filters when searching for digital content.
Explain in detail how credible a webpage is and the
information it contains.

Search with greater complexity for digital content
when using a search engine.

Implicitly relate appropriate online behaviour to their
right to personal privacy and mental wellbeing of
themselves and others.

Search with greater complexity for digital content
when using a search engine.

Explain in some detail how credible a webpage is and
the information it contains.

In Digital Literacy

Will experience ....
- Online Safety (Unit 6.2)
- Newsround — Caught in a Web
- https://www.bbc.com/ownit

Will know ....

- thevalue in preserving their privacy when
online for their own and other people’s
safety.

Will be able to ....

- Explain in some detail how credible a
webpage is and the information it
contains.

- Compare a range of digital content sources
and are able to rate them in terms of
content quality and accuracy.

- Demonstrate the safe and respectful use of
a range of different technologies and
online services.

- ldentify more discreet inappropriate
behaviours through developing critical
thinking, e.g. 2Respond activities.



https://www.bbc.com/ownit
https://www.bbc.com/ownit

Information System Security

The security of the school information systems and users will be reviewed regularly.
Portable media may not be used without specific permission followed by a virus
check.

Unapproved software will not be allowed in pupils’ work areas or attached to email.
Files held on the school’s network will be regularly checked.

The Local Authority IT Technician is able to give advice.

Email Use in School

Pupils may only use approved email accounts on the school system.

Pupils must immediately tell a teacher if they receive an offensive email.

Pupils must not reveal personal details of themselves or others in email
communication, or arrange to meet anyone without specific permission from an
adult.

Pupils’ individual email addresses are not to be used — emails are to be sent from the
school email address for communication outside of the school.

Email sent to external organisations should be written carefully and authorised
before sending in the same way as a letter written on school headed paper.

The forwarding of chain messages is not permitted.

Staff should only use school email accounts to communicate with pupils as approved
by the Senior Leadership Team, following Local Authority guidance.

Published Content and The School Website

The contact details shown on the school’s website are that of the school.

This will also include the school’s email address and telephone number.

Staff or pupil personal information will not be published.

The Headteacher will take overall editorial responsibility and ensure the content is
accurate and appropriate.

The website will comply with the school’s guidelines for publications including
respect for intellectual property rights and copyright.

Publishing Pupil’s Images and Work

The school will use images of children on the school website only under the direction
of the Headteacher.

Photographs published on the website have parental consent.

Parents must inform the school office if they no longer want images of their child to
be electronically published.

Photographs/Video taken by Parents/Carers for Personal Use



In the event of parents/carers wanting to take photographs of children e.g. at school
performances or on school trips, they are reminded that these are for their own
private retention and not for publication in any manner including social networking
sites such as Facebook.

Social Networking-Pupils

Social networking sites include, but are not exclusively, Facebook, Twitter,
Instagram, Snapchat, Email, Blogs, LinkedIn, YouTube, Myspace and Bebo.

Within school the access to social media and social networking sites will be
controlled.

Pupils will be advised never to give out personal details of any kind which may
identify them and/or their location.

If personal publishing is to be used with pupils then it must use age appropriate sites
suitable for educational purposes.

Personal information must not be published and the site should be moderated by
school staff.

Pupils are advised not to publish specific and detailed private thoughts especially
those that may be considered threatening, hurtful or defamatory.

Pupils are taught explicitly about the dangers of Social media sites and the age
restrictions attached, with the reasons behind this.

Social Networking-Staff and Parents/Carers

Staff are expected to conduct themselves in any social media forum as they would in
school. Expectations for all staff professional conduct are set out in ‘Teachers
Standards 2011’ and these should be adhered to by all staff across the school.

Staff are also reminded to adhere to the guidelines regarding photographs of
children, these are to be taken on the school camera and deleted as soon as these
are downloaded. Staff are not permitted to take photographs of children on their
personal phones.

It is inappropriate for staff to “friend” any child of primary school age.

Staff and parents/carers are reminded that social media sites should not be used as a
forum for public debate, complaint or grievance regarding school issues and they
should refer to the appropriate complaints or grievance policy.

Staff must uphold the good name of the school and not participate in any behaviour
which undermines the school’s staff code of conduct.

Cyber bullying

Cyber bullying is bullying through the use of communication technology like mobile
phone text messages, emails or websites. This can take many forms for example:

* Sending threatening or abusive text messages/picture messages or emails,
personally or anonymously
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* Making insulting comments about someone on a website or social networking
site e.g. Facebook.

* Making or sharing derogatory or embarrassing videos of someone via mobile
phone/tablet or email.

Holmer Lake Primary School will not tolerate any form of cyber bullying (whether
inside or outside of school) to another pupil or member of staff and may take further
action against any individual concerned.

Filtering

The school will work with Telford & Wrekin Council to ensure that systems to protect
pupils and staff are continually reviewed and improved.

If staff or pupils discover unsuitable sites, the URL must be reported to the ICT
helpdesk.

Senior staff will ensure that regular checks are made to ensure that the filtering
methods selected are appropriate, effective and reasonable.

Any material that the school believes is illegal must be reported to appropriate
agencies via Telford & Wrekin.

The school’s access strategy will be designed to suit the age and curriculum
requirements of the pupils.

Protecting Personal Data

Personal data will be recorded, processed, transferred and made available according
to the Data Protection Act 2003.

Assessing Risks

The school will take all reasonable precautions to prevent access to inappropriate
material. However, due to the international scale and linked internet content it is not
possible to guarantee that unsuitable material will never appear on a school
computer.

Neither the school nor the Local Authority can accept liability for the material
accessed, and consequences of internet access.

The school will audit ICT use to establish if the online safety policy is adequate and
that the implementation of the online safety policy is appropriate.

Staff roles and responsibilities
Governors and the Senior leadership Team will ensure that:

e Appropriate training is accessed, including: acceptable use; social media risks;
checking of settings; data protection; reporting issues.

e That staff have clear reporting guidance, including responsibilities,
procedures and sanctions.

e Risk assessments are made which include the legal risk.
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e Staff have access to Digital Literacy Professional Development on a termly
basis with Richard Smith

e There is clear guidance from ICT Gold Technician.

School staff should ensure that:

e Privacy settings are used to control who can see their profile and personal
information.

e They avoid adding pupils or parents as friends and keep any contact to a
strictly professional context. The only exception should be if a parent is a
relative.

e They consider carefully the subjects that they discuss. If there is an issue with
a child, colleague or parent, this should be discussed in a professional manner
with a senior member of staff.

e They avoid information or conversations that could lead to complaints from
parents or other member of staff or compromise their professional integrity.

e They avoid embarrassing wall posts, thinking very carefully before they post
any images as this could lead to complaints from parents or other member of
staff or compromise their professional integrity.

e They use the ‘Block’ feature to stop specific people viewing their profile.

e They consider the use of YouTube and avoid posting embarrassing or
compromising photos or videos.

e Thereis no reference made in social media to students / pupils, parents /
carers or school staff

e They do not engage in online discussion on personal matters relating to
members of the school community

e Personal opinions should not be attributed to the school

Handling Online Safety Complaints

Complaints of internet misuse will be dealt with by a senior member of staff.

Any complaint about staff misuse must be referred to the Headteacher.
Complaints of a child protection nature must be dealt with in accordance with child
protection and safeguarding procedures.

Pupils and parents will be informed of the complaints procedure.
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